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Gateway & Desktop Security
for Web 2.0 and Beyond

Problem

 As always, evolving Internet technologies present both opportunities and risks. Web 2.0 has 

introduced unprecedented interactivity through social networking, collaborative work environments, 

and online applications. MySpace, YouTube, Craigslist, and Wikipedia, as well as web services including 

sites like Amazon, eBay, and Gmail, encourage self-publishing. They also encourage high interaction 

between users through blogs, RSS feeds, podcasts, and other technologies. 

 Attracting huge numbers of visitors, these sites have become extremely attractive to hackers. What 

is more, the very technology that attracts user participation makes the sites more susceptible to corruption 

with malware that can bring down corporate networks or with spyware that can steal organizational data.

 According to analyst Christian Christiansen, vice president for security products and services 

at IDC, criminals are increasingly attacking companies through Web 2.0 sites and services. “We’re seeing 

a change in the threat environment,” says Christiansen. “Instead of the threats, the malicious code, being 

distributed as email attachments, we’re seeing more and more that they’re being embedded in Web 

2.0 links. In the past, what you saw was an immediate e!ect, now we’re seeing much greater levels of 

subterfuge and much more sophisticated attacks.” [“Web 2.0 is ‘security risk,’” techworld.com, 10/7/07]

Solution

 “Risk reduction requires policy managements and layered protection - at the gateway to 

the Internet as well as at the endpoint [desktops, laptops and servers],” says Christiansen. “You need a 

whole series of checks and balances.”

 Lightspeed Systems’ Total Tra"c Control delivers several layers of protection without 

sacri#cing access to desirable Web-based tools.

STOPPING MALWARE AT THE INTERNET GATEWAY

  At the gateway, malware is stopped in two proven ways. First, Lightspeed’s content 

#ltering leverages an industry-leading 20+ million-entry database of websites, URLs and IP 

addresses. It is populated by Lightspeed customers who opt in to daily share the sites their users 

are visiting and by Lightspeed’s unrelenting “army” of computers that crawls and downloads 

the entire Internet in regular cycles. 

Attracting huge 
numbers of visitors, 

Web 2.0 sites have 
become extremely 

attractive to hackers. 
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  Each site is analyzed for content type and presence of malware including viruses, 

worms, key loggers, and spyware. Once analyzed, the sites are categorized and stored in the 

Lightspeed content database. Database updates are pushed out to customers daily. 

  Second, multi-pronged proxy blocking techniques prevent attempts to anonymously 

bypass the #lter and expose the network to malware. 

STOPPING MALWARE AT THE DESKTOP

  To protect against newly corrupted sites, Lightspeed’s security suite includes a client 

Security Agent. The Security Agent consists of program permissions and antivirus software, 

which is updated daily with new virus signatures. 

  Web 2.0 site hackers employ script-type viruses because scripts are what enable 

such common features as videos and stock tickers. The Security Agent scans all scripts at the 

desktop level and prevents virus-infected scripts from executing. When visiting a site tainted 

with script-type viruses, the site’s uninfected information will still display while the Security 

Agent stops the contaminated script from running.

  Scanning for viruses at the desktop level is preferable over the gateway because 

only a particular machine’s tra"c is being checked—not an entire gateway’s tra"c. As a result, 

no latency is incurred.

STOPPING MALWARE AT THE EMAIL GATEWAY

  Finally, Lightspeed’s security suite includes virus scanning at the email gateway 

where malware remains a prevalent threat. The Lightspeed antivirus software undergoes 

constant quality testing. Its foundation is an extensive collection of viruses that is built up daily 

through a wide variety of sources. 

Summary

 Lightspeed Systems’ Total Tra"c Control protects organizations from the risks of Web 2.0 while still 

allowing access to legitimate content by providing security at the Internet gateway, email gateway, and desktop.

Lightspeed Systems’ 
Total TrafÞc Control 

delivers several layers 
of protection without 
sacriÞcing access to 
desirable Web-based 

tools. Lightspeed stops 
malware at:

the Internet gateway 
the desktop 

the email gateway 
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Data here. 

Data there. 

Data, data everywhere.

 Too much information, or information spread across too many access 

points can be as ineffective as no information. That’s precisely why Lightspeed 

Systems has integrated so many network traffic and user activity reports into its 

centralized interface. 

 Good, but still there are so many other vendor interfaces for other types 

of student information. 

 So we asked ourselves the question, what if? What if our critical user 

information was integrated with a school’s central access point for student 

information—the SIS? Picture an additional tab in your student information system 

that included the student’s online activities and suspicious search-engine queries 

(e.g., bomb making, gang terms, suicide).

 Logan Lemming, network administrator for El Dorado County Office of 

Education (EDCOE) in California, could picture it perfectly. “We like information,” 

says Lemming, “but we have information in a lot of places, and it may not be useful 

where it resides. Our administrators interact with the SIS, not tech.” 

 Lightspeed Systems is now working with Eagle Software, which counts 

more than 350 California school districts as its customers, to integrate online user 

activity. This work is scheduled to be completed by fall of 2008.

“We like information, but 

we have information in a 

lot of places, and it may 

not be useful where it 

resides. Our administra-
tors interact with the 

SIS, not tech.”

Logan Lemming,

Network Administrator  
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 About seventy-five percent of EDCOE’s sixteen districts have been using 

Eagle Software’s Aeries Student Information System for years. Soon that number 

will increase to ninety percent as the county office helps districts configure 

Lightspeed’s Total Traffic Control content filtering during the summer months. 

EDCOE operates as an ISP and provides filtering for all the districts in the county.

 With both products deployed, Lemming looks forward to “mashing up our services.”
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Sealing Up
Pesky Proxy Tunnels

Problem

 Two thirds of respondents to Lightspeed Systems’ survey, 2007’s Top IT Headaches 

for K-12 Schools, indicated that proxies bypassing the Internet filter was a somewhat 

critical or critical issue. Clearly, over the past two years proxies have gained both new 

levels of sophistication and accessibility.

 Consider the very popular proxy UltraSurf. Its website, UltraReach.com, boasts, 

“[T]he most prominent features of UltraSurf 8 are that it has implemented a complex 

proxy with complete transparency and a high level of encryption on the Microsoft 

Internet Explorer (IE) platform. ... UltraSurf 8 implements almost all browser functions 

based on HTTP and user needs, such as browsing websites, login and posting on web 

forums, using Web mail, uploading and downloading data files, real time audio, video 

and other multimedia programs, etc.”

 Since you can only enforce acceptable use policies on traffic you can see, 

recognizing and blocking such “anonymizers” is essential—and requires some very 

sophisticated software. 

Solution

 As proxy technology becomes more complex in attempts to anonymously tunnel 

users through content filters, Lightspeed Systems continues to develop new proxy-

blocking methods. These methods fall into five categories.

BLOCK UNKNOWN URLs

  When a newly created site hits the Internet, no content #lter has it 

categorized. It is “unknown.” Not knowing if it’s “safe to allow” is why many choose to 

block all unknown URLs, that is, block access to all URLs that are not in the database. 

Further, Lightspeed can be automatically noti#ed of the new URL, which triggers an 

immediate review to categorize and add it to the content database. In turn, database 

updates are pushed out daily. This option to block unknown URLs can be enforced for 

all users, students only, or any group you de#ne with separate policies.

Since you can only 
enforce acceptable use 
po l ic ies  o n  t r a f Þ c  yo u 

can see, recognizing 
and blocking such 

“anonymizers” is 
essential—and 
requires some 

very sophisticated 
software. 
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Pesky Proxy Tunnels
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BLOCK CATEGORIZED DOMAINS AND IP ADDRESSES OF KNOWN PROXIES

  Proxy sites cannot hide from Lightspeed for long. Through Lightspeed’s 

constant downloading of the entire Internet, proxy sites are easily detected and 

categorized accordingly. Further, Lightspeed customers submit new proxies every 

day. A scheduled task automatically forwards previously unknown websites that 

users attempted accessing, and these are analyzed and categorized accordingly. 

The content database now includes more than 25 million categorized addresses 

and is open for review at: http://www.lightspeedsystems.com/Search. 

BLOCK UNKNOWN URLS MATCHING PROXY PATTERNS

  A more direct, real-time approach to block proxies is to block all 

unknown URLs with matching proxy patterns. When a user attempts to access a 

site that is not in Lightspeed’s content database, Total Traffic Control will search for 

signs of proxy activity using on-the-fly, deep-packet inspection. When a request 

matches one of the hard-coded patterns, Lightspeed blocks the request and logs 

the attempt. As proxy methods evolve, Lightspeed will continue to add patterns. 

BLOCK ALL PROXIED REQUESTS

  By choosing to block all proxied requests, you can prevent access to the 

Internet if a web request is using any proxy server. For instance, if a user configures 

his browser to use either a local or external proxy server, all web requests will be 

immediately blocked, regardless of destination. Any third-party browser plug-ins 

designed to utilize the browser’s proxy settings will also be blocked.

   

WHY IT’S OK TO CUT THE INTERNAL PROXY CORD
 If you’re employing a proxy server yourself, now may be a good 

time to re-evaluate its overall effectiveness. Here’s our line of thinking.

 First, using a proxy server at your site could mean you’re not 

blocking a significant amount of content that Lightspeed Systems 

has categorized as inappropriate. Second, proxy servers may not save 

as much bandwidth as you might think. The primary use for a proxy 

server is to cache content and save bandwidth. That was a big deal 

when Internet connections were slow, servers and browsers were not 

very smart, and content didn’t change much during a day. But now 

Lightspeed Systems 
Proxy-Blocking Methods: 

Block all proxied requests 

Block unknown URLs 
matching proxy patterns 

Block unknown URLs  

Block categorized domains 
and IP addresses of 

known proxies 

Block proxies at the 
desktop 
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a lot of content changes by the minute and is personalized for each 

client. In cases where the content can be cached, today’s browsers 

do the caching. Finally, TTC and TTC+ include excellent bandwidth 

management tools. So if you currently have a proxy server and 

choose to eliminate it, you can still manage traffic, improve network 

performance, and gain better control of unauthorized proxies.

BLOCK PROXIES AT THE DESKTOP

  Finally, desktops with Security Agent installed can stop proxies in two 

additional ways—through Lightspeed-distributed signatures that identify the proxy 

service application as a virus and by disabling read/write access to removable media. 

Summary

 These proxy-blocking methods taken in sum are particularly effective for 

blocking all types of proxies—http, SSL, UltraSurf, Tor, XeroBank, and more. Consider 

how each layer comes into play when a user attempts to use a proxy.

If you block the Security.proxy category, users cannot, for example, get to 

UltraReach.com and download UltraSurf. 

If you block unknown URLs, users can’t access a copy of a proxy program that’s 

been stored on a new site.

If you check unknown URLs on the fly, users can’t access sites that come up positive 

for proxy activity.

If you block all proxied requests, you can prevent access to the Internet whenever 

a web request is using a proxy server.

If you configure the Security Agent to disable read/write access to removable 

media, you can stop a user who brings a proxy in on a thumb drive. 

If you use the Security Agent, a downloaded proxy will be stopped from running 

with a virus signature supplied by Lightspeed. 

 With these defenses in place, you can win the proxy battle. And rest assured, 

Lightspeed will continue to add lines of defense as necessary.
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Email Archiving: 
What’s required of K-12 

schools?

Meeting internal and external 
needs for message retrieval

Overview

 No matter the organization type, today’s business communication relies heavily 

on email and instant messaging. As a result, managing the data for easy retrieval is 

necessary on several levels: to comply with regulations, to respond to lawsuits, and to 

manage organizational knowledge. 

 Yet the volume of email alone makes retention and storage a daunting task. 

In 2007, IDC predicted that nearly 97 billion emails, with 40+ billion attributed to 

spam messages, would be sent daily worldwide (“IDC Reveals the Future of Email as 

It Navigates through a Resurgence of Spam and Real-Time Market Substitutes,” April 

9, 2007). Historically, storage demands have been met with backup tape. However, 

backup tapes are not easily searched—creating expensive disruptions when a message 

needs to be retrieved. Attachments and growing message size create more difficulties 

for efficient search and retrieval.

 Email archiving that encompasses all inbound, outbound, and internal email 

and instant messages ensures storage, search, and retrieval that minimize both costs 

and staff time.

Why email archiving
should be implemented

 Regulat ions. In December 2006, the Federal Rules of Civil Procedure (FRCP) 

were amended to cover “electronically stored information” (ESI) and address #ve broad areas: 

The parties’ obligations to meet and confer about electronic discovery early in litigation1. 

Discovery of information that is not reasonably accessible and allocating costs of that discovery2. 

Privilege review3. 

Form of production4. 

Sanctions5. 

Industry Distinctions 

Backup:

preserves data against 

failure or disaster, not 

for accessing data in its 

raw state 

Archive:

securely preserves data 

for easy access in a non-

production environment 
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email archiving
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Among the changes:

Rule 34(a) is amended to confirm that discovery of electronically stored 

information stands on equal footing with discovery of paper documents. 

Rule 26(b)(2) “requires parties to identify sources of information that are not 

searched because they are not reasonably accessible and allows discovery from 

such sources on a showing of good cause, subject to judicial supervision,” writes 

Lee H. Rosenthal, United States District Judge for the Southern District of Texas.

 These changes, of course, directly impact any organization involved in federal 

litigation. Similar changes are being made by state governments as well. Specifically, 

FRCP Rule 26(b)(2) requires that the school district assemble an inventory of its various 

document and data storage systems to determine whether the documents must be 

disclosed. Upon “showing of good cause” for disclosure, most emails would need to be 

produced in their original form and include information such as file owner, creation 

date, routing details, sender, receiver and subject line.

 Unfortunately, searching traditional tape backups for requested data can be 

a costly endeavor. One California school district estimated the cost at $20,000 after 

discovering it would need to re-build a replaced Exchange Server 2000 in order to 

retrieve and read the data stored on tape. Having a email archiving solution in place 

protects organizations from incurring such costs.

 Lawsuit s. Any court of law can request data or information relevant to a lawsuit. 

Then again, sometimes the right email can thwart a potential lawsuit. In either case, 

plucking some messages out of the email haystack can be easy or hard. The digital 

originals will be critical since once an email is sent, the sender has virtually no control 

over what happens to it. Without knowledge or consent, that email can be printed, 

forwarded to others, edited, and changed dramatically. 

 Organizations can protect themselves against unwarranted claims by 

establishing policies and procedures that capture inbound, outbound, and internal 

email messages as business records. Regrettably, without email archiving in place, the 

cost of producing the needed information can outweigh the damages claimed.

 Knowledge management . Email has become a part of the organizational 

knowledge base by virtue of the vast amount of intelligence that is not replicated in any 

other data. Michael Osterman, president of messaging and collaboration research 
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email archiving
continued

firm Osterman Research, believes “companies will see the value of email as a source of 

knowledge increasing, primarily because this will be one of the key secondary benefits 

that organizations derive after they have deployed an archiving solution.”

Lightspeed SystemsÕs Message Journal ing ensures compliance and more.

 Compliance rests on three prongs: unaltered email retention, security, and 

auditability. Implementation requires functionality, ease of use, and affordability. 

Lightspeed Systems can provide it all.

 “Digital Original” Retention. Through inline security servers and hooks in the 

email servers, original emails and attachments are indexed and stored for the number 

of years determined necessary by organizational policy.

 Securi t y. Database access is limited to designated individuals with proper 

credentials for searching and retrieving messages.

 Auditabi l i t y. Messages from all email servers on the network may be searched 

through a central, web-accessible interface. 

Power ful Funct ional i t y:

Imports all email into the archive upon setup

May be searched even when email service is down

Rapidly retrieves recent email kept in a separate index (e.g., last 60 days)

With daily updates, scans for and eliminates viruses 

Ease of  use:

Enable basic end-user searches on sender, recipient, subject, and date range.

Extended administrator searches on keywords, attachments, meta info, body text, 

and “suspicious phrases”.

“Retrieve Mail” link on every report allows quick, easy forwarding.

Tightly integrates with

Microsoft Exchange Server 2003 

Novell GroupWise 

POP3

Email Archiving

Key Benefits:

 
Respond to legal 

requests more efficiently

 
Save costs and staff time

 
Leverage archived email 

as a knowledge store

 
Lower risk and exposure 
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Affordabi l i t y

It ’s free with the Total Traffic Control network security suite that includes 

Internet filtering, spam blocking, anti-virus, bandwidth management, and 

detailed reporting.

To save space, if the same attachment is sent to multiple recipients, it is intuitively 

saved only once.

 “After setting the policy to archive email for two years, Lightspeed’s Message 

Journaling puts the district on solid ground for any future inquiries,” says Mark 

McMurray, Frenchtown School District technology coordinator.

For more informat ion:

An Overview of the E-Discovery Rules Amendments, The Yale Law Journal:

http://www.yalelawjournal.org/2006/11/30/rosenthal1.html

FRCP amendments text and committee notes:

http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf

Lightspeed Systems Total Traffic Control with Message Journaling:

http://www.lightspeedsystems.com
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TTC v7.0 Plugs
WiFi Security Hole

Problem

 With the increasing popularity of Wi-Fi enabled phones, laptops, game systems, 

and personal gadgets, school network administrators have encountered yet another 

problem with providing safe, secure Internet access—exceeding their filtering license 

with too many concurrent sessions. Mobile devices are effectively hijacking the school 

network. Any session begun after the filtering license hits its upper limit goes unchecked, 

never passing through the gateway filter.

 For example, say you have 20,000 computers on your network, but at any 

given time only 12,000 are connected to the Internet. If you paid for 12,000 concurrent 

sessions to be filtered, when session 12,001 fires up and accesses the Internet, it is not 

filtered. With student- and staff-owned laptops and iPhones making their way on to 

campuses, it’s easy to exceed your allotted number of sessions, which leaves chunks of 

lab computers unfiltered or without Internet access.

 Just such “network hijackings” were common at Killeen Independent School 

District in Texas. Karl Walker, Executive Director for Technology Services at the district, 

explains, “Even with our 10GB bandwidth, we’d have folks in Accounts Payable, students 

in computer labs--legitimate users everywhere--who couldn’t access the Internet 

because we had too many users on the network. We had no way of differentiating 

necessary student or staff traffic from unnecessary traffic.” 

Solution

 Total Traffic Control ( T TC) v7.0 includes the abil ity to force all  unknown 

devices to authenticate for Internet access,  thereby handing control back to 

network administrators.

 If anyone tries to access that speedy school Internet connection with their Wi-Fi 

gadget, TTC will pop up in the browser and ask for a school username and password. 

CASE STUDY

“We had no way 

of differentiating 

necessary student 

or staff traffic from 

unnecessary traffic.” 

With TTC, “we immediately 

reclaimed about 90% 

of our bandwidth and 

eliminated the recurring 

‘no access’ problem.”

Karl Walker,

Executive Director for 

Technology Services
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 Walker comments, “TTC’s tight integration with Active Directory was a big driver 

in our decision to go with Lightspeed. Now we can fetter out all of what I call ‘false 

positives.’ As a result we immediately reclaimed about _90___% of our bandwidth and 

eliminated the recurring ‘no access’ problem.” 

About Killeen Independent
School District

 Killeen Independent School District (KISD) serves several communities near 

Killeen, TX, and the surrounding rural areas. With an enrollment near 39,000 during the 

2007-08 school year, KISD employs more than 5,480 teachers and support personnel to 

serve the district’s 50 campuses. Seventy-five percent of its computers are Macs.
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Wisconsin School District 
Saves with NComputing, 

Revises Replacement Cycle Plan

 In 2008 the School District of Menomonee Falls tested and deployed NComputing 

desktop virtualization solutions that enable four to seven students to simultaneously 

access a single PC. With Lightspeed Systems’ Total Traffic Control filtering and security 

suite already deployed, the district is able to authenticate virtual users and secure 

the desktop in the new virtualization setup—at no extra cost. As a result of the test 

project’s savings and overall effectiveness, the district has revised its replacement cycle 

to include more NComputing solutions. 

The Challenge:
Upgrading student computers on a budget

 Today ’s challenge for schools is increasing computer access for 

students while l iving within the constraints of a tight,  and sometimes 

dwindling, technology budget.  Insufficient funds most often means hanging 

on to old computers beyond the normal four-to-five -year replacement period, 

which, of course, naturally leads to higher maintenance costs,  frequent 

crashes, and not always being able to run the latest version of educational 

software. Further,  the computer-to-student ratio cannot improve over time 

—a frustrating scenario for students,  teachers,  IT directors,  and district 

officials with objectives to provide more technology training.

CASE STUDY

Today’s challenge for 

schools is increasing 

computer access for 

students while living 

within the constraints of 

a tight, and sometimes 

dwindling, technology 

budget. 
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The Solution:
Desktop virtualization that allows
for AUP enforcement

 With seven schools and more than 4,000 students just north of Milwaukee, 

network manager Larry Cayo first upgraded the high school’s science area. The three 

NComputing X300 hosts each serve four desktops. Each X300 kit includes virtualization 

software, a PCI card, and three access devices. The card, which plugs into a standard PCI 

slot in the shared computer, has three RJ-45 ports that connect via standard network 

cables (which also supply power) to the access devices. To create a separate workstation, 

standard peripherals, such as keyboard, mouse, monitor, speakers, and headphone, hook 

up to each access device. 

“Once we had Lightspeed authenticating users on the host for reporting and the 

Lightspeed Security Agent providing desktop AV, they were thrilled,” says Cayo of the 

science department staff. Cayo is thrilled because each NComputing host represents an 

upgrade savings of about $2,500. “We’re currently in the process of renovating our high 

school and could place up to ten more NComputing hosts this summer.”  

In fact, the deployment has been so successful, Cayo says the district’s replacement cycle 

will be revised so that over the next year instead of replacing computers in lab or group 

settings, NComputing solutions will be deployed.

“Lightspeed Systems was absolutely part of our decision to use NComputing. We were 

already using its anti-virus protection, content filtering, and email archiving. Learning 

how well it worked with NComputing made the move easy,” comments Cayo. “As we re-

visit more labs, we will be looking to use NComputing and Lightspeed more because it 

saves us lots of money by extending the life of our desktops. 1800 19th Street
Bakersfield, CA

93301

Toll Free:

877-477-6244

www.LightspeedSystems.com

“As we re-visit more 

labs, we will be looking 

to use NComputing and 

Lightspeed more because 

it saves us lots of mon-
ey by extending the life 

of our desktops.”

Larry Cayo

Network Manager

Wisconsin School 
District Saves With 

NComputing
continued


